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Session S/I-05: 

Resilience Models and Measures  

Session Abstract: 
Quantifying cyber security has been a core challenge for the information assurance 

community for decades and the same difficulties apply to devising metrics for resilience. 

While resilience mechanisms have started to become available as reusable and 

configurable building blocks, we lack reliable metrics for measuring the usefulness of 

deploying resiliency mechanisms especially under varying adversary models. The 

purpose of this special session is to present new ideas and approaches for quantifying 

security beyond today's approaches that are based on difficult to measure attributes (such 

as work load), tightly coupled with assumptions about adversary capabilities (e.g., skill 

level of a particular red team), and dependent on knowledge about existing exploits (e.g., 

entries in vulnerability databases). 

Topics: 
Usable and meaningful security metrics supporting mission-based tradeoffs, model-based 

multi-layered characterizations of security attributes, empirical approaches for validating 

security of distributed systems, analysis-based approaches for security 

Chairs: 
 Dr. Marco Carvalho, Florida Institute of Technology 

 Michael Atighetchi, BBN 

Authors’ Schedule: 
 Paper submission deadline: April 1, 2013 

 Notification of acceptance: June 3, 2013 

Submission of Papers: 
Papers must be submitted electronically through the electronic submission system.  

For further details please consult the conference web pages for the paper template. 
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